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State of play: @ Messagelabs’

Email Spam Trends
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State of play: @ Messagelabs’

Email-borne Virus Patterns
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Phishing Emails Intercepted

Emerging threats:
Phishing and Identity Theft
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Emerging threats: (¥) MessageLabs’

Phishing and Identity Theft

700,000
& *IMPORTANT* Please Confirm Your Account
600,000 . Fle Edit View Tools Message Help I
hm 5
g & - = X, @ 0 W
Reply Reply Al Forward Print Delete Previous ek Addresses
Sllilll From: service @domain-removed B
Date: 15 June 2005 14:30 i
To: heather @domain-removed
400,000 Subject:  *IMPORTANT™® Please Confirm Your Account
T
-
2
] Dear Valued Member,
" 300,000
2 According to our site policy yvou will have to confirm vour account by the following link or else yvour account
E will be suspended within 24 howrs for security reasons.
z
200,000 httpowenw. domaih-removed/ confirm php Temail=heather @ domam-removed
Thank vou for vour attention to this question. We apologize for any inconvenience.
100,000 Sincerely, company-name-removed Security Department A ssistant.
0 LE
Z % o - 7
2005
-100,000

Timeline



PE f nmv'\hnv*l-
ok, S
: from aamtal inn.mailbd .ntl.com ([212,258.162.8])

HE Edit Ve by #domain removed rth ESMTP

&5 id <20041223032143 .GYURL15581.#domain emoved&@aamtac'-winn.mailhost.ntl.com=;
Thu, 23 Dec 20084 03:21:43 +QQQ0
I“ SReceived: from adsl1-84-226-53-22.adslplus.ch ([84.226.53.22]1)
Reply Repl by aamtadl-winn.mailhost.mtl.com witi SHTP
id <20041223832142.5LMI15415 . aamta@l-w . mailhos®"atl.com@ads1-584-226-53-22.adslplus.ch>;
From: Abig | Thu, 23 Dec 2084 03:21:42 +@00Q
Date: 23pelf-Message-InTo! GHDGE+LlqB+ve+EQP+12/762120335026282
Received: {gmail 59631 invoked by uid 0089); Thu, 23 Dec 2884 A5:15:37 +0200
To: Hermdpate: Wed, 22 Dec 2804 22:20:37 -8580

Subject: Imu”Recefved: from congratulate.support@abigbank.com ([75.135.240.2887]) by pof-vvs95.support@abigbank.com with Microsoft SMTPSVC(5.E
Wed, 22 Dec 2084 21:19:37 -8600
Received: from purchase.zupport@abigbank.com {([4.175.8.24]) by antiperspirant.support@abigbhank.com with MailEnable EEMT?*; Thu, 2
WplaE 20 :37 +E@300
=lllcssage-Id: 2798367853 .52202@support@abigbank.com>
From: Abig Bank <support@abigbank.com>
HTo: Herman G. Wilberforce pwood@messagelabs.com>
Subject: Important Online Abig Banking Alert
MIME-Version: 1.8 {produced by bronchitisbuild 7.5)
Content-Type: multipart/salternative;

a-bigbank.com. IN TXT "v=spfl ip4:84.226.53.0/24 ptr ~all"

Dueto concermndContent-Transfer-Encoding: quoted-printable
Content-Description: harrison trouble credible

ft haz come fo pshtml>w o .

“a-bigbank.com” does not belong to Abig plc.
- Abig plc’s online banking domain should be “abigbank.com”
- Abig did not register this doppelganger domain as a precaution

Valid SPF record published

- Will pass any SPF check as a valid record, otherwise “soft-fail”

Sent via Open-Prox
- DSL account, a running backdoor trojan horse program
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Internet Level Solutions @ MessageLabs’

« TCO

* “virtual team” of security specialists
 Global view of threats

 Stay abreast of latest technology
 Reliability and redundancy

 Break the technology refresh cycle



Web Scanning Services:

Anti-virus and spyware screening
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Beyond Email to New Forms @MessaqeLabs'

of Messaging

1999

2005

2006

2007

2007

1999/2001 2002/2004 2005 2006 = Services aligned
with business

drivers

= New emall services
- Deeper
functionality

- Market-driven
feature sets

- Focus on policy

= New areas of
messaging:
- HTTP
- M

- Mobile
- Voice (VolP)
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