
Be certain

Messaging threats
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Agenda

• The traditional threats

• The emerging threats

• Internet Level solutions
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State of play:
Email Spam Trends



State of play:
Email-borne Virus Patterns



Emerging threats:
Phishing and Identity Theft

• Latterly around 100,000 incidents are
stopped per day

• Between 80 and 100 new phishing
websites detected each day



Emerging threats:
Phishing and Identity Theft



Spam and Phishing Already
SPF  Compliant

• Valid SPF record published
- Will pass any SPF check as a valid record, otherwise “soft-fail”

• “a-bigbank.com” does not belong to Abig plc.
- Abig plc’s online banking domain should be “abigbank.com”
- Abig did not register this doppelganger domain as a precaution

• Sent via Open-Proxy
- DSL account, a running backdoor trojan horse program

a-bigbank.com. IN TXT "v=spf1 ip4:84.226.53.0/24 ptr ~all" 



http//69.57.181.186/Abig/OnlineBanking/index.html

https://www.abigbank.com/account_verify/cgi/email_verify.jsp

Graphic simulates a secure padlock

Graphic overlay to simulate a genuine URL



Internet Level Solutions

• TCO

• “virtual team” of security specialists

• Global view of threats

• Stay abreast of latest technology

• Reliability and redundancy

• Break the technology refresh cycle
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Beyond Email to New Forms
of Messaging

� Services aligned
with business
drivers

� New email services
- Deeper

functionality
- Market-driven

feature sets
- Focus on policy

� New areas of
messaging:

- HTTP
- IM
- Mobile
- Voice (VoIP)
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Be certain

Questions?
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